Data Protection Impact Assessment (DPIA) Template
Introduction
A data protection impact assessment (DPIA) is a process to help you identify and minimise the data protection risks of a project. Once completed, the DPIA should be emailed to Data Security & Protection Team: dhcft.datasecurityandprotection@nhs.net 

The General Data Protection Regulations (GDPR) introduces a new obligation to do a DPIA before carrying out types of processing likely to result in high risk to individuals’ interests. If your DPIA identifies a high risk that you cannot mitigate, the DPO will consult with the Information Commissioner’s Office.

A DPIA does not have to eradicate the risks altogether, but should help to minimise risks and assess whether or not remaining risks are justified.

DPIAs are a legal requirement for processing that is likely to be high risk. But an effective DPIA can also bring broader compliance, financial and reputational benefits, helping you demonstrate accountability and building trust and engagement with individuals.

When do I need to complete a DPIA?
You must do a DPIA before you begin any type of processing which is “likely to result in a high risk”. This means that although you have not yet assessed the actual level of risk you need to screen for factors that point to the potential for a widespread or serious impact on individuals.

In particular, a DPIA must be completed if you plan to:

· process special category (including health) or criminal offence data on a large scale; or
· use new technologies;
· use profiling or special category data to decide on access to services;
· match data or combine datasets from different sources;
· collect personal data from a source other than the individual without providing them with a privacy notice (‘invisible processing’);
· track individuals’ location or behaviour;
· profile children or target marketing or online services at them; or
· process data that might endanger the individual’s physical health or safety in the event of a security breach.

If you are unsure whether to complete a DPIA please ask the IG Team to advise.

Who completes the DPIA?

The project or service lead should complete the template. Advice can be sought from the Data Security & Protection Team: dhcft.datasecurityandprotection@nhs.net 
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DPIA Template – complete all sections and send to dhcft.datasecurityandprotection@nhs.net 

	Name:
	

	Job Title:
	Data Security & Protection Lead

	Email address and telephone number:
	

	Title of project being assessed:
	COVID-19 Digital Staff Passports

	

	Brief description of the aim / desired outcome / purpose of the project:

	The aim of the project is to enable clinical and non-clinical staff members, during this Coronavirus emergency, to work in other hospitals/clinical settings run by an organisation who is not their current employer without the need for lengthy employment checks or checks with the relevant professional regulator before they begin work – both of which can take time, thereby impacting direct care.

The national IG panel has reviewed the documentation and NHSX national IG lead has confirmed that it raises no IG issues.  The following guidance has been issued Digital staff passport - NHSX.

The Digital Staff Passport will utilise an API which connects with local ESR systems, allowing attributes in staff credentials to be automatically populated. This automated process uses a network routing component provided by Cloud Gateway, traffic through this gateway will be encrypted and will therefore not be privacy intrusive. Automating this process significantly mitigates the risk of entering incorrect information by human error.

This information is pushed to the staff members personal or work smart phone, to the Digital Staff Passport App which they have downloaded.  A paper staff passport may also be produced.

NHS England and NHS Improvement and NHSX are the originators of the system and Blackpool Teaching Hospitals NHS Foundation Trust host the system on their behalf (and are Data Processors for this system and hold the contract with Microsoft Azure) and it has been trialled with other Trusts in their area during the first wave of COVID. 

Evernym and Truu provide components of the technical solution but will not have access to personal data and will not act as Data Processors. Sitekit also provide secondary technical support for the digital passport system. Sitekit will not routinely have access to personal data, but there may be occasions where personal data is shared with Sitekit staff during the course of providing technical support.	

	Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or another way of describing data flows.
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	Describe the scope of the processing: what is the nature of the data, and does it include special category (e.g. health) or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover? 

	Data in the passport:
•	Basic personal details– name, date of birth, National Insurance number;
•	An ID photograph;
•	Basic details relating to work status – DBS information, right to work
•	information (residency/visa);
•	Professional registration details (GMC/NMC/GDC/HPC);
•	Basic details relating to the staff member’s current employment –
•	employing organisation, job role, staff group, department, start date
•	(and fixed term end date, if appropriate), pay band, work email address,
•	smartcard number; and,
•	Limited healthcare information specifically relating to the staff member’s
•	employment – specifically, Occupational Health clearance.
•	Each instance of the COVID-19 Digital Staff Passport system will
•	also allow an issuer to upload a photograph of the member of staff
•	to the system.



	Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? 

	COVID-19 Digital Staff Passports will be used as a temporary measure during the current Coronavirus emergency. Once this emergency has diminished and there is no longer a need for the scheme, all digital passports will be revoked by the creating organisation.

No children data is collected. 


	Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?

	The lawful basis for each organisation processing the information outlined about staff working at their organisation can be found in the following GDPR articles:
•	6(1)c – Legal obligation, 6(1)e – Public task;
•	9(2)b – Employment, social security and social protection, 9(2)h – Health or social care, 

However, user participation in the COVID-19 Digital Staff Passport scheme is entirely voluntary, and as such, the lawful basis for processing information using the Passport system can be found in the following GDPR articles:
•	6(1)a – Consent
•	9(2)a – Consent


A Privacy Notice will be provided to staff participating in the Passport. 
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	Identify and assess risks:
	
	
	

	Describe the source of risk and nature of potential impact on individuals. 
Include associated compliance and corporate risks as necessary.
	Likelihood of harm 
(Remote, Possible or Probable)
	Severity of harm 
(Minimal, Significant or Severe)
	Overall risk 
(Low, Medium or High)
	Action(s) to reduce or eliminate the risk
	Risk level after mitigation
	Outcome i.e. mitigation to be implemented or risk accepted.

	Risks to the confidentially of personal data. No.  Both Cloud Storage and the app on phones have been penetration tested.  Access to the information on the phone is encrypted and password or biometric access to the App.
	Remote
	significant
	medium
	Follow trust policy in relation to Data Security & Protection (staff keeping devices locked)
	low
	Accept residual risk around human error

	Are there any risks to the Integrity of personal data?  Integrity is defined as unauthorised or accidental alteration of personal data.
No.  The data is verified by staff and Workforce at the point it is transferred through the system to the phone.
	Remote
	minimal
	low
	
	
	

	Are there any risks to the Availability of personal data?  Availability is defined as unauthorised or accidental loss of access to, or destruction of personal data.
No
	Remote
	minimal
	low
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	








Sign Off and Outcomes

	Item
	Name / Date
	Notes

	Risk mitigation measures approved by: 

	
	Integrate actions back in to project plan, with date and responsibility for completion.

	Residual risks approved by:
	
	If accepting any residual high risk, consult the ICO before going ahead.

	Data Protection Officer (DPO) advice given by:

	DPO 02/12/2021
	DPO should advise on compliance, risks assessed and whether processing can proceed.

	Summary of DPO advice:

	Digital Staff Passport has already been reviewed at a national level via NHSX. Application is to be used across NHS and not just limited to Derbyshire. Appropriate security measures in place and clear legal basis.

Key reference this process is temporary during the pandemic and will be closed down once the COVID emergency ends. As such propose to mirror the COPI notice (Control of Patient Information) time frames. 

	DPO advice accepted or overruled by:

	Approved via Data Security & Protection Committee and SIRO 24/11/2021
	If overruled, you must explain your reasons in the comments below.

	Comments:
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Covid-19 Staff Passports — Data Flows

Whena clinician agrees to a staff movement from their current employer to a host organisation the data flows are:

1. HR department at current employer collates relevant staff attributes about a clnician
2. HR department at current employer issues a credential to the clinician's digital passport app containing the attributes
3. Host organisation requests the clinician to present their credential

4. Clinician agrees to upload their credential to the host organisation for verification
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NHS COVID-19 Digital Staff Passport Privacy Notice for [this placeholder will be updated
after registration]

Version 3, 28" September 2020
Introduction

During the current COVID-19 health emergency, various plans and projects are being implemented to
help the NHS meet the unprecedented challenges and provide the best possible care to our patients.
One of those challenges is ensuring that our clinical staff members are able to work where they are
needed most and where their skills can be best utilised, and to reduce the administrative delays in
making this happen. To enable this, staff who volunteer to participate in the scheme will be provided
with a digital passport — the COVID-19 Digital Staff Passport — which summarises their clinical
attributes, is verified by their current employer, and will allow them to begin working in another NHS
location as quickly as possible.

What is a COVID-19 Digital Staff Passport?

If you choose to participate in in the scheme, your COVID-19 Digital Staff Passport will primarily be
digital in nature — although a paper version can be produced — and it will contain personal information
about you. Your current employer will create the digital passport by collating information about you
from their existing records, and uploading it to the COVID-19 Digital Staff Passport system. You will
have full control over how your digital passport is used — as it will be accessed via a digital wallet on
your smartphone (or held by you in paper form), and you choose when you wish to share it. We highly
recommend that you protect your personal device with a password or biometric scan to ensure the
security of your information. When you arrive at your ‘new’ NHS location, your ‘new’ employer will ask
to see your digital passport and conduct a verification check with your current employer. This will
reduce the need for lengthy employment checks or checks with professional regulators, to enable you
to start work as soon as possible.

What data will be processed?

Only staff data which is held by your current organisation will be processed via your COVID-19
Digital Staff Passport. The information collated will be the minimum necessary to populate your
digital passport and will all be relevant for creating your staff profile at your next organisation. This
will include:

* Basic personal details about you — name, date of birth, National

* Insurance number; An ID photo of you;

* Basic details relating to your work status — DBS information, right to work
* information (residencyl/visa); Your professional registration details

(GMC/NMC/GDC/HPC);

« Clinical training and qualification details, any other specific clinical skills, and any restrictions on
your practice;

* Basic details relating to your current employment — employing organisation, job role, staff group,
department, start date (and fixed term end date, if appropriate), pay band, work email address,
smartcard number; and,

* Limited healthcare information specifically relating to your employment — specifically,
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Occupational Health clearance.

What is the purpose of processing my data?

The information processed via your COVID-19 Digital Staff Passport is all information which is
currently processed by your existing employer to meet employment requirements, and is needed by
your ‘new’ employer for those same purposes. The lawful basis for processing this information by
each organisation for your employment purposes is as per the following GDPR articles:

* 6(1)c — Legal obligation, 6(1)e — Public task;

* 9(2)b — Employment, social security and social protection, 9(2)h — Health or social care, 9(2)i —
Public health

However, user participation in the COVID-19 Digital Staff Passport scheme is entirely voluntary, and
as such, the lawful basis for processing information using the Passport system can be found in the
following GDPR atrticles:

e 6(1)a— Consent;
e 9(2)a-— Consent

Further information regarding the lawful basis for processing can be found on the Information
Commissioner’s Office (ICO) website <https://ico.org.uk/for-organisations/guide-to-data-
protectionfguide-to-the-general-data-protection- regulation-gdpr/lawful-basis-for-processing/> .

Who will control my data?

Your current employer is the Data Controller of the existing records which they hold about you relating
to your employment, and will be the Data Controller of the information which is uploaded to the digital
passport system to create your COVID-19 Digital Staff Passport. As such, your current employer is the
Data Controller of your COVID-19 Digital Staff Passport, and will handle any Information Rights
requests relating to the passport, and will be able to give you privacy information relating to staff
records. If you wish to contact the Data Protection Officer, please email: [this placeholder will be
updated after registration].

The COVID-19 Digital Staff Passport system is hosted by Blackpool Teaching Hospitals NHS
Foundation Trust (BTH). Your data will be stored by BTH in the Microsoft Azure cloud. The
subscription for the cloud is owned by BTH, making BTH a Data Processor for your data. However, all
data stored in the Microsoft Azure cloud is encrypted, and at no point will BTH staff have access to
your data. Further information about BTH can be found here <https://www.bfwh.nhs.uk/>, and
specifically in relation to information security can be found here <https://www.bfwh.nhs.uk/our-
services/information-governance

[information-security/> . If you wish to contact the Data Protection

Officer, please email: bfwh.dataprotection.officer@nhs.net.

Your ‘new’ employer will become the Data Controller of any records which they create using your
COVID-19 Digital Staff Passport to meet their employment requirements. For your ‘new’ employer —
the location of privacy information and the contact details for the DPO are dependent on the ‘new’
organisation which you join, but will be available on the relevant organisation’s website.

Further information regarding Data Controllers and Processors can be found on the ICO website
<https://ico.org.uk/for- organisations/guide-to-data-protection/guide-to-the-general-data-
protectiomregulation-gdpr/lawful-basis-for- processing/> .
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Will any third parties have access to my data?

Your data will be stored by BTH in the Microsoft Azure cloud but BTH staff will not have access to your
personal data.

Evernym and Truu provide components of the technical solution but will not have access to your
personal data and will not act as Data Processors.

Sitekit provide secondary technical support for the digital passport system. Sitekit will not routinely
have access to your personal data, but there may be occasions where personal data is shared with
Sitekit staff during the course of providing technical support. Any personal data obtained in this way
by Sitekit will only be used to enable technical support, and will not be used for any other purpose or
retained by Sitekit in any way. Sitekit are an approved NHS subcontractor who have been subject to
stringent Data Protection Impact Assessments and meet Data Security and Protection standards. For
more information about Sitekit, please see here.

Your data will be sent electronically from the Trust ESR system to the Staff Passport system, in order
to streamline and safeguard this process we will be required to use a component provided to us by
Cloud Gateway. This processing activity is fully encrypted and at no point will they have access to any
personal information.

How long will you keep my data?

COVID-19 Digital Staff Passports will only be valid for the duration of the current COVID-19 health
emergency. Once this emergency has ended and there is no longer a need for the scheme, all digital
passports will be revoked by the creating organisation.

What are my Information Rights?
As a data subject, you are entitled to the following:

® The right to access — You have the right to request from the Data Controller copies of your
personal data.

* The right to rectification — You have the right to request that the Data Controller corrects any
information you believe is inaccurate. You also have the right to request the Data Controller to
complete the information you believe is incomplete.

* The right to erasure — You have the right to request erasure of your personal data, under certain
conditions.

* The right to restrict processing — You have the right to request restrictions on the processing of
your personal data, under certain conditions.

* The right to object to processing — You have the right to object to processing of your personal
data, under certain conditions.

* The right to data portability — You have the right to request that the Data Controller transfers the
data that it has collected to another organisation, or directly to you, under certain conditions.

If you make a request, the Data Controller has one month to respond to you.

Further information regarding your Information Rights can be found on the ICO website
<https://ico.org.uk/for- organisations/guide-to-data-protection/guide-to-the-general-data-
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protection-regulation-gdpr/lawful-basis-for- processing/> .

How do | make an Information Rights request?

Your current employer is the Data Controller of the information which is uploaded to the digital
passport system to create your COVID-19 Digital Staff Passport. You should contact your current
employer with any Information Rights requests relating to your digital passport — including to rectify
details, or to revoke the digital passport. To submit an Information Rights request contact [this
placeholder will be updated after registration].

Your ‘new’ employer will become the Data Controller of any records which they create using your
COVID-19 Digital Staff Passport to meet their employment requirements. Contact details for
submitting an Information Rights request are dependent on the ‘new’ organisation which you join, but
will be available on the relevant organisation’s website. Please note, your current employer is required
to notify your ‘new’ employer of any changes to the content of the data held in your passport
(rectification or erasure), or any changes to your status — especially if this relates to fitness to practice.

Can | object to or complain about the use of my data?

As a data subject, you have the right to object to or complain about how your data is used. If you have
reason to believe your data is being processed illegally or inappropriately, then you can contact the
Data Protection Officer of the relevant Data Controller organisation. If you are not satisfied with the
way the relevant Data Controller has handled your concerns, you can contact the ICO — further details
can be found on the ICO website <https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/> .
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Data Processing Agreement for [this placeholder will
be updated after registration]

Version 3.0 August 2020

BETWEEN:

1. BLACKPOOL TEACHING HOSPITALS NHS FOUNDATION TRUST of Blackpool Victoria Hospital, Whinney Heys
Road, Blackpool, FY3 8NR (“the Supplier”)

2. [THIS PLACEHOLDER WILL BE UPDATED AFTER REGISTRATION] of [this placeholder will be updated after
registration] (“the Authority”)

together the "Parties".

BACKGROUND, STATUS and interpretation:

A. The Authority wishes to subcontract certain Services, which imply the processing of personal data, to the Supplier.

B. This Data Protection Agreement (the “Agreement”) sets out the rights, obligations, roles and responsibilities of the
Parties in relation to the relevant Processing as part of the Supplier’s provision of and the Authority’s use of the
Covid-19 Digital Staff Passport Platform and as defined by this Agreement.

C. In consideration of the Services provided by the Supplier, this Agreement is intended to be legally binding between
the Parties. The Parties seek to implement a data processing agreement that complies with the requirements of the
current legal framework in relation to data processing and with the Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation).

D. In this Agreement references to any statute or statutory provision shall, unless the context otherwise requires, be
construed as a reference to that statute or statutory provision as from time to time amended, consolidated, modified,
extended, re-enacted or replaced.

E. Defined terms are set out Table 1.

F. References to ‘clauses’ are references to the clauses of this Agreement, and references to ‘Schedules’ are references
to the Schedules of this Agreement.

G. References to ‘days’ are references to calendar days.

H. The headings in this Agreement shall not affect the construction or interpretation of this Agreement.

. The singular shall include the plural.

IT IS AGREED AS FOLLOWS:

1. DATA PROTECTION

1.1 The Parties acknowledge their respective duties under Data Protection Legislation and shall give each
other all reasonable assistance as appropriate or necessary to enable each other to comply with those duties.





For the avoidance of doubt, the Supplier shall take reasonable steps to ensure it is familiar with the Data
Protection Legislation and any obligations it may have under such Data Protection Legislation and shall
comply with such obligations

1.2 The Parties acknowledge that for the purposes of the Data Protection Legislation, the Authority is the
Controller and the Supplier is the Processor. The only Processing that the Supplier is authorised to do is
listed in Table 2 of this Agreement by the Authority and may not be determined by the Supplier.

1.3 The Supplier and the Authority shall ensure that Personal Data is safeguarded at all times in accordance
with the Law, and this obligation will include (if transferred electronically) only transferring Personal Data (a) if
essential, having regard to the purpose for which the transfer is conducted; and (b) that is encrypted in
accordance with any international data encryption standards for healthcare, and as otherwise required by
those standards applicable to the Authority under any Law and Guidance (this includes, data transferred over
wireless or wired networks, held on laptops, CDs, memory sticks and tapes).

1.4 Where any Personal Data is Processed by any Sub-contractor of the Supplier in connection with this
Agreement, the Supplier shall procure that such Sub-contractor shall comply with the relevant obligations set
out in this Agreement, as if such Sub-contractor were the Supplier.

1.5 The Supplier shall indemnify and keep the Authority indemnified against, any loss, damages, costs,
expenses (including without limitation legal costs and expenses), claims or proceedings whatsoever or
howsoever arising from the Supplier's unlawful or unauthorised Processing, destruction and/or damage to
Personal Data in connection with this Agreement.

1.6 The Supplier shall notify the Authority immediately if it considers that any of the Authority's instructions
infringe the Data Protection Legislation.

1.7 The Supplier shall provide all reasonable assistance to the Authority in the preparation of any Data
Protection Impact Assessment prior to commencing any Processing. Such assistance may, at the discretion
of the Authority, include:

1.7.1 a systematic description of the envisaged Processing operations and the purpose of the
Processing;

1.7.2 an assessment of the necessity and proportionality of the Processing operations in relation to the
Services;

1.7.3 an assessment of the risks to the rights and freedoms of Data Subjects; and

1.7.4 the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of Personal Data.

1.8 The Supplier shall, in relation to any Personal Data Processed in connection with its obligations under this
Agreement:

1.8.1 process that Personal Data only in accordance with Table 2 of this Agreement, unless the
Supplier is required to do otherwise by Law. If it is so required the Supplier shall promptly notify the
Authority before Processing the Personal Data unless prohibited by Law;

1.8.2 ensure that it has in place Protective Measures, which have been reviewed and approved by the
Authority as appropriate to protect against a Data Loss Event having taken account of the:

i. nature of the data to be protected;
ii. harm that might result from a Data Loss Event;
iii. state of technological development; and
iv. cost of implementing any measures;
1.8.3 ensure that:

i. the Supplier Personnel do not Process Personal Data except in accordance with this
Agreement (and in particular Table 2 of this Agreement);

ii. it takes all reasonable steps to ensure the reliability and integrity of any Supplier Personnel
who have access to the Personal Data and ensure that they:

a. are aware of and comply with the Supplier’s duties under this Agreement;

b. are subject to appropriate confidentiality undertakings with the Supplier or any Sub-
processor;

c. are informed of the confidential nature of the Personal Data and do not publish,
disclose or divulge any of the Personal Data to any third party unless directed in writing
to do so by the Authority or as otherwise permitted by this Agreement; and

d. have undergone adequate training in the use, care, protection and handling of Personal
Data;





1.8.4 not transfer Personal Data outside of the EU unless the prior written consent of the Authority has
been obtained and the following conditions are fulfilled:

i. the Authority or the Supplier has provided appropriate safeguards in relation to the transfer
(whether in accordance with Article 46 of the GDPR or Article 37 of the Law Enforcement
Directive (Directive (EU) 2016/680)) as determined by the Authority;

ii. the Data Subject has enforceable rights and effective legal remedies;

iii. the Supplier complies with its obligations under the Data Protection Legislation by providing an
adequate level of protection to any Personal Data that is transferred (or, if it is not so bound,
uses its best endeavours to assist the Authority in meeting its obligations); and

iv. the Supplier complies with any reasonable instructions notified to it in advance by the Authority
with respect to the Processing of the Personal Data;

1.8.5 at the written direction of the Authority, delete or return Personal Data (and any copies of it) to
the Authority on termination or expiry of the Agreement unless the Supplier is required by Law to retain
the Personal Data.

1.9 Subject to Clause 1.6 of this Agreement, the Supplier shall notify the Authority immediately ifit:
1.9.1 receives a Data Subject Access Request (or purported Data Subject Access Request);
1.9.2 receives a request to rectify, block or erase any Personal Data;

1.9.3 receives any other request, complaint or communication relating to either Party's obligations
under the Data Protection Legislation;

1.9.4 receives any communication from the Information Commissioner or any other regulatory
authority in connection with Personal Data Processed under this Agreement;

1.9.5 receives a request from any third party for disclosure of Personal Data where compliance with
such request is required or purported to be required by Law; or

1.9.6 becomes aware of a Data Loss Event.

1.10 The Supplier’s obligation to notify under Clause 1.5 of this Agreement shall include the provision of
further information to the Authority in phases, as details become available.

1.11 Taking into account the nature of the Processing, the Supplier shall provide the Authority with full
assistance in relation to either Party's obligations under Data Protection Legislation and any complaint,
communication or request made under Clause 1.5 of this Agreement (and insofar as possible within the
timescales reasonably required by the Authority) including by promptly providing:

1.11.1 the Authority with full details and copies of the complaint, communication or request;

1.11.2 such assistance as is reasonably requested by the Authority to enable the Authority to comply
with a Data Subject Access Request within the relevant timescales set out in the Data Protection
Legislation;

1.11.3 the Authority, at its request, with any Personal Data it holds in relation to a Data Subject;
1.11.4 assistance as requested by the Authority following any Data Loss Event;

1.11.5 assistance as requested by the Authority with respect to any request from the Information
Commissioner’s Office, or any consultation by the Authority with the Information Commissioner's
Office.

1.12 The Supplier shall maintain complete and accurate records and information to demonstrate its
compliance with this Agreement. This requirement does not apply where the Supplier employs fewer than 250
staff, unless:

1.12.1 the Authority determines that the Processing is not occasional;

1.12.2 the Authority determines the Processing includes special categories of data as referred to in
Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in
Article 10 of the GDPR; and

1.12.3 the Authority determines that the Processing is likely to result in a risk to the rights and
freedoms of Data Subjects.

1.13 The Supplier shall allow for audits of its Processing activity by the Authority or the Authority’s designated
auditor.

1.14 The Supplier shall designate a Data Protection Officer if required by the Data Protection Legislation.

1.15 Before allowing any Sub-processor to Process any Personal Data related to this Agreement, the Supplier
must:





1.15.1 notify the Authority in writing of the intended Sub-processor and Processing;
1.15.2 obtain the written consent of the Authority;

1.15.3 enter into a written agreement with the Sub-processor which give effect to the terms set out in
this Agreement such that they apply to the Sub-processor; and

1.15.4 provide the Authority with such information regarding the Sub-processor as the Authority may
reasonably require.

1.16 The Supplier shall remain fully liable for all acts or omissions of any Sub-processor.

1.17 The Authority may, at any time on not less than 30 Business Days’ notice, revise this Agreement by
replacing it with any applicable controller to processor standard clauses or similar terms forming part of an
applicable certification scheme (which shall apply when incorporated by attachment to this Agreement).

1.18 The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The
Authority may on not less than 30 Business Days’ notice to the Supplier amend this Agreement to ensure that
it complies with any guidance issued by the Information Commissioner’s Office.

1.19 The Supplier shall comply with any further instructions with respect to Processing issued by the Authority
by written notice. Any such further written instructions shall be deemed to be incorporated into Table 2 above
from the date at which such notice is treated as having been received by the Supplier in accordance with
clause 1.22 below.

1.20 Subject to Clauses 1.17, 1.18, and 1.19 of this Agreement, any change or other variation to this
Agreement shall only be binding once it has been agreed in writing and signed by an authorised
representative of both Parties.

1.21 All notices and communications given under this Agreement must be in writing and will be delivered by
post or by email to the address or email address as will be notified by the Parties to each other. Any change to
the relevant address will be notified by the Parties to each other in writing by post or email.

1.22 A notice shall be treated as having been received:

1.22.1 if sent by first class recorded delivery mail on a normal Business Day, at 9.00 am on the second
Business Day subsequent to the day of posting, or, if the notice was not posted on a Business Day, at
9.00 am on the third Business Day subsequent to the day of posting; or

1.22.2 if sent by email, if sent within normal business hours when so sent or, if sent outside normal
business hours, at the next start of normal business hours provided the sender has either received an
electronic confirmation of delivery or has telephoned the recipient to inform the recipient that the email
has been sent.

1.23 This Agreement shall commence on the date on which the Authority confirms its acceptance of this
Agreement in the manner prescribed by the Supplier on the document acceptance website and shall continue
until the Agreement is terminated by either Party in accordance with clause 1.24 or otherwise at the end of the
Covid-19 emergency for which the Platform is required, as will be determined by the Supplier in conjunction
with NHS Improvement.

1.24 The Authority may terminate this Agreement at any time and at its discretion by giving notice to the
Supplier and in accordance with clauses 1.21 and 1.22 of this Agreement. The Supplier may terminate this
Agreement at any time and at its discretion by giving notice to the Supplier and in accordance with clauses
1.21 and 1.22 of this Agreement.

1.25 In the event that the Supplier considers that the Platform is no longer required due to the end of the
Covid-19 emergency, the Supplier shall seek confirmation from NHS Improvement that the Covid-19
emergency in its view and at its direction has ended for the purposes of clause 1.23. Upon such confirmation
from NHS Improvement, this Agreement shall be terminated by the Parties and the Supplier shall give notice
to the Authority.

1.26 This Agreement shall be governed by and construed in accordance with the laws of England and Wales

1.27 Any dispute arising in connection with this Agreement, which the Parties will not be able to resolve
amicably and including through escalation to the Secretary of State for Health and Social Care, will be
submitted to the exclusive jurisdiction of the courts of England & Wales

Table 1 - Definitions

In this Agreement the following words shall have the following meanings unless the context requires otherwise:





“Agreement” or “Data Processing
Agreement”

means this Data Processing Agreement and all Schedules

“Authority”

means the authority named on this Agreement or otherwise as the Authority
who has indicated their acceptance the terms and conditions of this Agreement
and any relevant terms of use of the Digital Staff Passport Platform

“Business Day”

means any day other than Saturday, Sunday, Christmas Day, Good Friday or a
statutory bank holiday in England and Wales;

“Controller”

shall have the same meaning as set out in the GDPR;

“Covid-19 Digital Staff Passport”
or “Passport”

means the electronic credential which is generated through the Platform and
which summarises the clinical attributes of the Authority’s member of staff to
will allow them to begin working in another NHS location as quickly as possible

“Covid-19 Digital Staff Passport
Platform” or “Platform”

means the web-based platform hosted by the Supplier, which can be accessed
by the Authority and their authorised staff to create and manage their individual
Passport

“Data Loss Event”

means any event that results, or may result, in unauthorised access to Personal
Data held by the Supplier under this Agreement, and/or actual or potential loss
and/or destruction of Personal Data in breach of this Agreement, including any
Personal Data Breach;

“Data Protection Impact
Assessment”

means an assessment by the Controller of the impact of the envisaged
Processing on the protection of Personal Data;

“Data Protection Legislation”

means (i) the Data Protection Act 2018 to the extent that it relates to
processing of personal data and privacy; (ii) the GDPR, the Law Enforcement
Directive (Directive (EU) 2016/680) and any applicable national implementing
Law as amended from time to time; and (iii) all applicable Law about the
processing of personal data and privacy;

“Data Protection Officer” and
“Data Subject”

shall have the same meanings as set out in the GDPR;

“Data Subject Access Request”

means a request made by, or on behalf of, a Data Subject in accordance with
rights granted pursuant to the Data Protection Legislation to access their
Personal Data;






“Guidance”

means any applicable guidance, direction or determination and any policies,
advice or industry alerts which apply to the Goods and/or Services, to the
extent that the same are published and publicly available or the existence or
contents of them have been notified to the Supplier by the Authority and/or
have been published and/or notified to the Supplier by the Department of
Health, Monitor, NHS England (the NHS Commissioning Board), the Medicines
and Healthcare Products Regulatory Agency, the European Medicine Agency,
the European Commission, the Care Quality Commission and/or any other
regulator or competent body;

“GDPR”

means the General Data Protection Regulation (Regulation (EU) 2016/679);

“LaW”

means any applicable legal requirements including, without limitation:

a.

any applicable statute or proclamation, delegated or subordinate
legislation, bye-law, order, regulation or instrument as applicablein
England and Wales;

. any applicable European Union obligation, directive, regulation,

decision, law or right (including any such obligations, directives,
regulations, decisions, laws or rights that are incorporated into the law
of England and Wales or given effect in England and Wales by any
applicable statute, proclamation, delegated or subordinate legislation,
bye-law, order, regulation or instrument);

. any enforceable community right within the meaning of section2(1)

European Communities Act 1972;

. any applicable judgment of a relevant court of law which is abinding

precedent in England and Wales;

. requirements set by any regulatory body as applicable in Englandand

Wales;

. any relevant code of practice as applicable in England and Wales;and

. any relevant collective agreement and/or international law provisions (to

include, without limitation, as referred to in (a) to (f) above);

“NHS”

the National Health Service (in England)

“NHS Improvement”

means the operational name for the organisation formed of the NHS Trust
Development Authority and Monitor, working jointly

“Personal Data”

shall have the same meaning as set out in the GDPR,;

“Personal Data Breach”

shall have the same meaning as set out in the GDPR;

“Process”

shall have the same meaning as set out in the GDPR. Processing and
Processed shall be construed accordingly;






“Processor”

shall have the same meaning as set out in the GDPR;

“Protective Measures”

means appropriate technical and organisational measures which may include:
pseudonymising and encrypting Personal Data, ensuring confidentiality,
integrity, availability and resilience of systems and services, ensuring that
availability of and access to Personal Data can be restored in a timely manner
after an incident, and regularly assessing and evaluating the effectiveness of
such measures adopted by it;

“Services”

means the services set out in this Agreement and the Terms of Use for the
Platform, under which the Supplier shall provide access to the Platform to
enable the Authority and its relevant staff to create and manage Passports;

“Sub-contract”

means a contract between two or more suppliers, at any stage of remoteness
from the Supplier in a sub-contracting chain, made wholly or substantially for
the purpose of performing (or contributing to the performance of) the whole or
any part of this Agreement;

“Sub-contractor”

means a party to a Sub-contract other than the Supplier;

“Sub-processor”

means any third party appointed to Process Personal Data on behalf of the
Supplier related to this Agreement;

“Supplier”

means Blackpool Teaching Hospitals NHS Foundation Trust;

“Supplier Personnel”

means any employee, agent, consultant and/or contractor of the Supplier or
Sub-contractor who is either partially or fully engaged in the performance of the
Services;

“Terms of Use”

means any ancillary agreement containing relevant terms and conditions to
which the Authority and / or its relevant staff has agreed with the Supplier in
order to use the Platform.

Table 2 — Processing, Personal Data and Data Subjects






Description

Details

Subject matter of the Processing

The aim of the COVID-19 Digital Staff Passports Programme is to enable
clinical staff members, during this Coronavirus emergency, to work in other
hospitals/clinical settings run by an organisation who is not their current
employer without the need for lengthy employment checks or checks with the
relevant professional regulator before they begin work — both of which can take
time, thereby impacting direct care.

This will be achieved by a clinician’s current employer providing a digital
“passport” that gives a prospective employer details about the person, as well
as their clinical qualifications/abilities, so they can be assigned to areas where
the need is greatest for their skills. The data will need to be uploaded to the
COVID-19 Digital Staff Passport system once in the creation of the digital
passport — and also subsequently if any amendments are required.

Data subjects will volunteer to participate in the scheme, and will be fully
informed of the processing and creation of their digital passport. The digital
passport will be shared with prospective employers by the member of staff
themselves when taking up a role at the “new” employer. The COVID-19 Digital
Staff Passport can be accessed in an electronic form on the clinician’s mobile
phone in an app secured by multi factor authentication.

Duration of the Processing

COVID-19 Digital Staff Passports will be produced as a temporary measure
during the current Coronavirus emergency. Once this emergency has ended
and there is no longer a need for the scheme, all digital passports will be
revoked by the creating organisation. Where a staff member revokes their own
passport, the processing will end.

Nature and purposes of the
Processing

Employers standards, which also contributes to the verification of the individual
arriving at the new organisation. The digital passport will be held by the
individual to whom it is issued and sharing of the data with a new employer will
be subject to agreement of the individual to present their digital passport — as
such the data sharing of the digital passport is by the individual, not by the
organisations. If any significant change in status occurs after the issuing of the
digital passport, then the lead employer and host are required to communicate
using existing processes.

Each organisation will remain data controllers of the information uploaded to
the digital passport system about their staff. There will be separation of assets
within the system — new resource group within the platform for each
organisation. No direct sharing between organisations within the digital
passport system. The data subject will have the facility to access, amend or
delete information contained within the digital passport system by contacting
their lead employing organisation or withdrawing from participation in the
scheme.

Blackpool Teaching Hospitals NHS Foundation Trust (BTH), who host the
system, will become Data Processors of the staff information once it has been
uploaded to the system. Encrypted information is transferred to BTH via an
agent on the Microsoft Azure cloud. This subscription belongs to BTH. Evernym
will provide components of the technical solution but will have no access to
identifiable personal data and will not act as Data Processors. Sitekit will
provide secondary technical support for the COVID-19 Digital Staff Passport
system. Sitekit will have no direct access to any personal information via the
processing component, but there may be occasions where personal information
is shared with Sitekit staff when providing technical support. Sitekit will process
limited personal data relating to a small number of staff from each user
organisation to facilitate the on-boarding of the organisation to the COVID-19
Digital Staff Passports system and the administration of the organisation on the
system. The personal data processed will be the name, job role, work email
address and work telephone number of specified HR and IG personnel. This is
to enable them to register the organisation on the system, and review and






agree to legal documentation as part of the sign-up process, and also to
register staff on the system portal as administrators for their organisation.
Sitekit have a current completed DSPT with standards met, providing
assurances they are a trusted supplier.

The COVID-19 Digital Staff Passport can be accessed in an electronic form on
the clinician’s mobile phone in an app secured by multi factor authentication
(biometrics, pin code and advanced cryptography). Individuals will make their
own choice whether to download the app and access their personal data via
their personal mobile phone at their own risk. The personal data will only be
transferred voluntarily at the command of the user. Until the point of transfer
this data is encrypted and secured on the personal device. There is also the
alternative of a paper passport.

No new information will be collected. Information about staff members will be
collated by their current employer — who will already hold this information. It is
current practice for regulated clinicians to be responsible for sharing evidence
about their identity and professional qualifications, skills and licence to practice
with a new employing organisation. The COVID-19 Digital Staff Passport
scheme is designed to streamline and expedite this process. None of the
information proposed to be used would be beyond what staff may expect to be
used for such a scheme. All data received via digital passport will be reviewed
by relevant HR/Recruitment teams upon receiving application to transfer. Once
a staff member has transferred organisation using the digital passport,
information will continue to be used for the same purpose as expected by the
previous organisation. In order for staff data to automatically populate into the
Staff Passport system, it must be sent through an encrypted cloud gateway
component.

Type of Personal Data

The information collated will be the minimum necessary to populate the
COVID-19 Digital Staff Passports and will all be relevant for creating an
individual’s staff profile at their next organisation; different roles may require
different information to be collated. This will include:

Basic personal details— name, date of birth, National Insurance number;
An ID photograph;

Basic details relating to work status — DBS information, right to work
information (residency/visa);

Professional registration details (GMC/NMC/GDC/HPC);

Basic details relating to the staff member’s current employment —
employing organisation, job role, staff group, department, start date
(and fixed term end date, if appropriate), pay band, work email address,
smartcard number; and,

Limited healthcare information specifically relating to the staff member’s
employment — specifically, Occupational Health clearance.

Each instance of the COVID-19 Digital Staff Passport system will
also allow an issuer to upload a photograph of the member of staff
to the system.






Categories of Data Subject

Registered doctors and nurses other health and care professionals, such as
pharmacists and social workers, Administrative and Clerical Staff

Plan for return and destruction of
the data once the Processing is
complete UNLESS requirement
under union or member state law
to preserve that type of data

Each organisation will remain data controllers of the information uploaded to
the digital passport system about their staff. The data held in the digital
passport is collated and uploaded from existing information held about the staff
member. But the digital passport is derivative and supplementary, and the
substantive record must be retained.

When the current Coronavirus emergency has passed, all COVID-19 related
credentials issued to digital staff passports will be revoked. No personal data is
retained by the Data Processor.

When staff details have been obtained by a new organisation via the digital
passport, the organisation will become Data Controller of the information which
they process for normal staffing purposes, and this information will be subject to
their normal processes
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NHS Covid-19 Digital Staff Passport Terms of Use Agreement

1.0 Definitions
In these Terms of Use, the following words and expressions shall bear the following
meanings unless the context otherwise requires:

“‘Agreement” means this Terms of Use Agreement;

“Blackpool Teaching Hospitals” means Blackpool Teaching Hospitals NHS Foundation
Trust;

“‘Commencement Date” means the date on which the service is made available by Blackpool
Teaching Hospitals for use by the User, as agreed between the patrties;

“End User” means a member of the HR staff of the NHS organisation that will use the
Service;

“‘ESR EPI” is an extension programme on the Electronic Staff Record that allows an
administrator to automatically populate a passport form using information from the ESR
profile;

“Intellectual Property” means any and all intellectual property rights anywhere in the world,
including (without limitation) patents, rights in patentable inventions, registered designs,
unregistered design rights, copyrights. Database rights, trademarks, trade names, logos,
trade secrets and know-how, moral rights, applications for any of the above and the right to
make applications therefore; which, in each case, exist now or at any time in the future,
whether registerable or otherwise;

“Materials” means user manuals and another documentation supplied by Blackpool
Teaching Hospitals to the User relating to the service including any made available
online;

“‘NHS” means the National Health Service (in England);
“‘NHS organisation” means an NHS trust or NHS foundation trust in England;

“Operating Environment” means the operating environment (including hardware, networking
facilities and peripherals) within which the service is capable of being run;

“Party” means Blackpool Teaching Hospitals and/or the User;

“Service” means Blackpool Teaching Hospitals’ software application (in object code form)
known as the Digital Staff Passport, which is accessed via the internet and mobile devices,
and which is used to manage staff movement data made available via the Service;

“User” means the NHS organisation to which this Agreement is addressed and who accepts
the terms of this Agreement;

“Website” means the Digital Staff Passport HR website maintained by Blackpool Teaching
Hospitals.

In this Agreement, unless the context requires otherwise:
Headings are for convenience only and shall not affect interpretation;

The singular shall include the plural and vice versa;
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References to any statute or other regulation shall include any amendment, extension,
consolidation, re-enactment or replacement of such statute or regulation and any
subordinate legislation made under it;

References to Clauses are to Clauses in this Agreement.

2.0 Grant of Licence

2.1 Blackpool Teaching Hospitals hereby grants the user a non-exclusive, non-
transferable licence to use the Service and Material. No right to sub-license is granted to
the User.

2.2 Upgrades to the Service will be provided to the User in accordance with this Agreement;
Service upgrades will be automatically applied.

2.3 The User acknowledges and agrees that it shall be solely responsible for obtaining any
and all licences or other permissions that may be required in respect of other software,
hardware, or other computer or telecommunications equipment other than the Service
notwithstanding that any of the same may be used by the User in conjunction with the
Service.

2.4 Save as expressly set out in this Agreement, the User is not permitted:

2.4.1 To make copies of the whole or any part of the Service or any and all Materials relating
thereto other than as permitted by law;

2.4.2 To rent, lease, sub-license or loan the whole or any part of the Service or any and all
Materials relating thereto except and to extent previously permitted in writing by Blackpool
Teaching Hospitals;

2.4.3 To use, reproduce or deal in the Service and/or any and all Materials relating thereto in
any way;

2.4.4 To alter, remove, obscure, conceal or otherwise interfere with any markings on or
written in the Service or Materials which refers to Blackpool Teaching Hospitals, or in any
way to interfere with any other copyright notices;

2.4.5 To reverse engineer, disassemble, reverse translate, or in any way decode the Service
or any copy or part of it in order to derive any source code, save only as is permitted by
applicable law.

3.0 Blackpool Teaching Hospitals’ Obligations

3.1 Blackpool Teaching Hospitals shall use reasonable endeavours to provide the Service
in a professional manner using all reasonable skill and care and shall use reasonable
endeavours to comply with all applicable laws and regulations from time to time.

3.2 Blackpool Teaching Hospitals shall not be liable for any breach, non-performance or
delay of performance of its obligations under this Agreement to the extent Blackpool
Teaching Hospitals is unable to comply with or perform the same because of (whether
directly or indirectly) the User’s delay in performance, breach of this Agreement and/or
negligent acts and/or omissions.

3.3 Blackpool Teaching Hospitals shall provide the Services on a non-exclusive basis.

4.0 User Obligations

4.1 The User shall cooperate with Blackpool Teaching Hospitals and provide such
assistance and information as Blackpool Teaching Hospitals shall reasonably require to
enable Blackpool Teaching Hospitals to provide the Service. The User shall ensure that such
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information is accurate and up to date in all material aspects.

4.3 The User shall at all times keep their login details secure and shall not share them with
any other person or cause or allow another person or application to access their account
with their login details.

4.4 The User shall not circumvent any restrictions or security measures designed to control
access to services.

4.5 The User shall be responsible for all activity in their account accessed with their login
details.

4.6 The User shall immediately inform Blackpool Teaching Hospitals if they have reason to
believe that their account has been accessed without authorisation, or that their login details
have been disclosed.

4.7 Unless otherwise agreed by the Parties, the User shall use the terms of the Licence to
Attend agreement template as provided as part of the Service when using the Digital Staff
Passport to share employees with another NHS organisation.

5.0 Limitation of Liability

5.1 Blackpool Teaching Hospitals shall endeavour to ensure that the Service is accessible
by the User at all reasonable times. The User acknowledges and agrees that the Service
may not be available from time to time due to maintenance (scheduled and unscheduled),
repairs and updates carried out as part of maintenance setrvices by Blackpool Teaching
Hospitals or third parties and that Blackpool Teaching Hospitals shall have no liability for
such unavailability.

5.2 The User acknowledges that the Service will not be error free and agrees that the
existence of errors of whatever nature shall not constitute a breach hereof.

5.3 Blackpool Teaching Hospitals does not make and hereby excludes to the fullest
extent permitted by law all warranties and liabilities whether expressed or implied
relating to:

5.3.1 The Service, including without limitation any warranty of merchantability or fithess for
any particular purpose notwithstanding that such purpose may have been known or become
known to Blackpool Teaching Hospitals;

5.3.2. The performance of its obligations under this Agreement;
5.3.3 Arising whether in contract or tort or delict or otherwise by law.

5.4 Blackpool Teaching Hospitals shall have no liability where failure of the Service and/or
website is due directly or indirectly to the User’s negligence or fault and/or the User’s failure
to follow the instructions provided by Blackpool Teaching Hospitals or as otherwise detailed
in the materials.

5.5 It is the User’s responsibility to test, for computer viruses (of whatever description) its
own information systems and networks, and the User agrees that it shall not hold Blackpool
Teaching Hospitals responsible for any damage caused from any such virus.

5.6 Blackpool Teaching Hospitals expressly excludes liability for all consequential and
indirect loss or damage including without limitation, loss of use, interruption of business, loss
of profits, business or opportunity, the cost of substitute goods or services or expenditure,
investment or other commitments made in connection with the business contemplated by
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this Agreement, corruption of the User’s hardware regardless of the form of action whether in
contract, tort or delict, strict product liability or otherwise, even if Blackpool Teaching
Hospitals has been advised of the possibility of such a loss.

5.7 Blackpool Teaching Hospitals does not exclude liability for death or personal injury to
the extent only that the same arises as a result of the negligence of Blackpool Teaching
Hospitals, its employees, agents or authorised representatives.

6.0 Intellectual Property Rights

6.1 The User acknowledges and agrees that any and all Intellectual Property in the Services
or Materials provided by Blackpool Teaching Hospitals or developed through the
performance of Blackpool Teaching Hospitals’ obligations under this Agreement is and shall
be the sole property of Blackpool Teaching Hospitals (or Blackpool Teaching Hospitals’
licensors as applicable).

6.2 The User acknowledges that, where Blackpool Teaching Hospitals does not own the
Intellectual Property in some part of the Materials or Service, the User’s use such Materials
or Services is conditional on Blackpool Teaching Hospitals obtaining a written licence (or
sub- licence) from the relevant licensor or licensors.

7.0 Force Majeure

7.1 Neither party shall have any liability to the other party under this Agreement if it is
prevented from or delayed in performing its obligations under this agreement or from
carrying on its business by acts, events, omissions or accidents beyond its reasonable
control including but not limited to strikes, lock-outs or other industrial disputes (whether
involving its own workforce or another party), failure or disruption of a utility service or server
farm operator, or upstream bandwidth provider, or denial of service attack, or transport
network, act of God, war, riot, civil commotion, malicious damage, compliance with any law
or governmental order, rule, regulation or direction, accident, catastrophic system failure,
breakdown of plant or machinery, fire, flood, storm, pandemic or default of suppliers or sub-
contractors.

8.0 General

8.1 This Agreement constitutes the entire agreement and understanding between the parties
regarding its subject matter (excepting any prior confidentiality or non-disclosure agreement
which shall continue in accordance with its terms) and none of its provisions may be
modified or varied in any way unless agreed in writing between the patrties.

8.2 Any omission by either party to exercise any available right shall not be interpreted as a
waiver of it nor of any future right.

8.3 If any provision of this Agreement is declared to be void or unenforceable by any judicial
or administrative authority in any jurisdiction, such provision will be deemed to be severable
and the remaining provisions of this Agreement shall remain in full force and effect.

8.4 All formal notices required under this Agreement shall be sent by email and confirming
letter or by recorded delivery (or its equivalent) posted within 24 hours of such fax to the
address of the party in question as stated above (or as otherwise notified) and shall be
deemed to have been received thirty six (36) hours after the time of despatch of the letter.

8.5 Blackpool Teaching Hospitals may assign the benefit and/or the burden of the

Agreement at any time without the prior written consent of the User. For the avoidance of
doubt, Blackpool Teaching Hospitals shall be entitled to sub-contract its obligations under
this Agreement at any time without the consent of the User. The User acknowledges and
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agrees
that it shall not assign the benefit and/or burden of the Agreement without the prior written
consent of Blackpool Teaching Hospitals.

8.6 A HR administrator may use an API to extract data directly out of ESR to assist
population of information onto the enrolment form. By acceptance of the Agreement, the
Data Controller is giving permission for this data to flow from ESR. This will only be feasible
for an administrator who has access to the passport system and sufficient ESR Credentials
i.e. an active ESR record within the relevant Employing Authorities VPD, with the correct
Supplementary Role allocated to it.

9.0 Rights of Third Parties

9.1 A person who is not a party to this Agreement has no rights under the Contracts (Rights
of Third Parties) Act 1999 to enforce or enjoy the benefit of any term of this Agreement. This
Agreement is made solely for the benefit of the parties to it and is not intended to benefit, or
be enforceable by, any other person.

10.0 Applicable Law & Jurisdiction

10.1 The parties hereby agree that this Agreement shall be construed in accordance with
and governed by English Law and both parties hereto hereby agree to submit to the non-
exclusive jurisdiction of the English Courts in all matters pertaining hereto.

11.0 How information is used by a User
11.1 A User uses information about health professionals to:

e Issue an employment credential to a health professional where the User is acting as
the current employer so the health professional can work at host organisation

o Verify an employment credential presented by a health professional where the User
is acting as a host organisation

11.2 Blackpool Teaching Hospitals also uses information as follows:

Blackpool Teaching Hospitals stores staff information securely, gives end-users secure
access to it through a service account, and provides support and service improvements.

From time to time, Blackpool Teaching Hospitals sends you service announcements,
which are part of the service.

Blackpool Teaching Hospitals may collect aggregated and anonymised usage statistics
for the purpose of providing reports.

The Service uses Cookies stored in your web browser, which are required for the correct
operation of the site. Cookies do not themselves contain any personally identifiable
information.

Your information may also be disclosed on instruction by a court or competent authority.
The information you provide is not used for any automated decision-making.

Data will be processed in accordance with the Data Protection Agreement agreed between
the Parties. By using the Service you agree that we can collect and process personal data
about you and your use of the Service. This is for legitimate purposes of administration of a
user account, audit and as part of our efforts to keep the Service operational and secure.

Where we would like to further analyse or process your personal data and how you are using
the Service, we will seek your consent.
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12.0 Information security
12.1 Staff information is stored securely on servers based in Microsoft’s Azure data centres
located in UK and Europe.

12.2 End-users are responsible for keeping their usernames and passwords secure, and not
sharing them with anyone else.

13.0 Data protection and compliance with regulations
131 The Parties are subject to data protection law in the UK.

13.2 Before use of the Service, Users must carry out and confirm to Blackpool Teaching
Hospitals that they have carried out a Data Protection Impact Assessment.

13.3 Blackpool Teaching Hospitals and the User will carry out data processing in
accordance with the Data Processing Agreement agreed between the Parties and in
accordance with all relevant laws.
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Pre-Acquisition Document

Note: All links within this document have been disabled. A complete list of links can be found at the end of this document.



The Pre-Acquisition document is to be read in conjunction with the example DPIA. It includes details which are not included in the DPIA, and as such, contributes to the wider DPIA and due diligence process.

The section which has been completed is the Pre-Acquisition Questionnaire on p.10-26 which is completed by any potential supplier who will be processing personal data. This has been completed for internal purposes (BTHFT), and also pre-emptively for external purposes (as BTHFT is the potential supplier).



1 Introduction/Purpose



The purpose of this document is to provide a Governance Framework for use during the procurement of Systems and Services. It will support NHS organisations in their role as Data Controller, aiding them with their responsibilities under the General Data Protection Regulations (GDPR), in particular Article 281 and compliance with the mandatory requirement Standard 10 of the Data Security Protection Toolkit (DSPT).2 (See section 6)



2 General Principles/Target Audience



This document is applicable to:

· Procurement Hubs



· Procurement Teams



· Finance Departments



· Budget Holders



· Heads of Service



· IT Departments



· Senior Information Risk Owners



· Project Teams



· anyone who in the course of their duties will be required to procure a System, Service or Medical Device that handles personal identifiable information e.g. Holds, Obtains, Records, Uses and Shares this includes but is not limited to:

3 Definitions/Abbreviations



		DPO

		Data Protection Officer



		GDPR

		General Data Protection Regulation



		DSPT

		Data Security Protection Toolkit



		IT

		Information Technology



		ICO

		Information Commissioners Office

		





4 References and Associated Documents



		General Data Protection Regulation

		Last accessed11/11/2019







1 https://gdpr-info.eu/art-28-gdpr/



2 https://www.dsptoolkit.nhs.uk/Help/23
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		Data Security Standard 10

		Last accessed11/11/2019



		Clinical Safety Officer DCB0160

		Last accessed 27/11/2019



		Health and Social Care Act 2012

		Last accessed 27/11/2019



		ICO	Contract	Liabilities	between Controllers and Processors

		Last accessed 10/12/2019



		Digital Health

		Last accessed 13/12/2019







5 Responsibilities



5i NHS Organisations



All NHS organisations must ensure robust due diligence has been applied to the procurement of Services and Systems that have an element of IT or data handling activities by a supplier.



All contracts must contain the appropriate Data Protection and Information Security clauses.



All contracts must be reviewed annually and at times of change to ensure they are still performing as they should e.g. system changes and upgrade. This is to ensure that all agreed processing activities:

a) remain the same



b) are accurately reflected in a revised contract or data processing agreement if the nature of the processing has changed.

5ii Suppliers



All potential suppliers wishing to do business with an NHS organisation and as a result will process or have access to personal confidential information must have completed a Data Security and Protection Toolkit or equivalent.



The DSPT Standard 10 states:3



IT suppliers must understand their obligations as data processors under the GDPR, and the necessity to educate and inform customers, working with them to combine security and usability in systems. IT suppliers typically service large numbers of similar organisations and as such represent a large proportion of the overall ‘attack surface’. Consequently, their duty to robust risk management is vital and should be built into contracts as a matter of course. It is incumbent on suppliers of all IT systems to ensure their software runs on supported operating systems and is compatible with supported internet browsers and plug-ins. IT suppliers are held accountable via contracts for protecting the personal confidential data they process and meeting the National Data Guardian’s Data Security Standards



It should not come as surprise to a potential supplier that a Data Controller will require a number of questions to be answered and additional assurances provided in the form of





3 https://www.dsptoolkit.nhs.uk/Help/23



applicable certification prior to purchase or awarding a contract e.g. ISO 27001 (Information Security).



A supplier who cannot demonstrate adequate compliance with the required legislation and/or industry standards will; by default pose a risk to a Data Controller. Prior to purchase a Data Controller must consider the risk to the organisation and satisfy itself the supplier is able to demonstrate robust processes and compliance.



5iii Procurement



Procurement will be responsible for maintaining a register of contracts. All existing contracts must be reviewed to ensure they meet this policy going forward. A contract relating to IT systems may be relatively simple to identify however it is incumbent on organisations to ensure they have identified all contracts that have an IT system component together with any potential sub-contractors who may be providing processing services. The DSPT standard 10 section named (Supply Chains) 4 provides a number of examples.



5iv Data Controller Responsibility



Under GDPR Article 24 and Article 32 Data Controllers,5 are responsible for the security of an organisation’s information processing activities6; the protection of the rights and freedoms of its data subjects; ensuring that the organisation upholds its legal responsibilities as a data controller; maintaining the confidence and meeting the expectations of the people who entrust an organisation with their personal information. This can only be possible if the Data Controller has ensured they make adequate checks on their prospective suppliers.



Data controllers must ensure they have identified:

a) all suppliers of IT which handle or may be handling personal information



b) any contract which may not primarily be IT based but has an element of IT e.g. service contracts and medical device contracts

5v Processors and Sub-Processors/Contractor Responsibility



Article 28 states that organisations must only appoint processors who can provide sufficient guarantees to meet the requirements of GDPR7. It also states that any processor without prior agreement of the Trust must not engage another processor (sub-contractor) without specific authorisation of the Controller. You must have a written contract every time you employ a data processor.



Any supplier providing Cloud Services will be classed as a data processor. A cloud contract will invariably mean moving some personal confidential data into the cloud.



It is important to note that any Processing by a contractor or sub-contractor must be governed by a contract (Art 28 para 3). A Service level Agreement on its own is not adequate.





4 https://www.dsptoolkit.nhs.uk/Help/23

5  https://gdpr-info.eu/art-24-gdpr/



6  https://gdpr-info.eu/art-32-gdpr/



7  https://gdpr-info.eu/art-28-gdpr/



5vi Information Governance



Information Governance will provide advice and guidance on all matters relating to GDPR, including but not limited to information security, appropriate information sharing, data processing agreements and adequate supplier assurance. [Each organisation can include further information relevant to their own departments and the available resources]



5vii Data Protection Officers



The primary role of the Data Protection Officer (DPO) is to ensure that the organisation processes the personal data of its staff, customers and providers or any other individual referred to as a data subject in compliance with data protection rules. They will provide expert advice around the interpretation of GDPR and its application of the rules. It is good practice to consult the DPO during the procurement and implementation phase of a service and system; this will provide the organisation with the necessary assurances that Data Protection Impact Assessments (DPIA) have been completed and the data subjects rights will be protected.



6 Contracts



You must not under any circumstances sign a contract without approval form your Procurement Team.



The value of the contract will determine the process for procurement and the type of contract that will be issued.



For further information please see Appendix 3 (Contract Types). This includes:



· the type of contract that should be issued for a specific activity



· when you might expect a supplier to issue their own contract



· when you need a data processing agreement/protocol



· additional considerations that may support the contract



Your Procurement Team will advise on the most appropriate route for procurement dependent upon the value of the contract.

The current routes are as follows:



Up to the value of:



£20,000 use best route and value for money - Use NHS T&C’s, see appendix 2



£20,000 > £50,000 competitive quotations (3 quotes) - Use NHS T&C’s, see appendix 2



£50,000 > £160,000, to tender process - this document must be included in the tender process



£181,000 > Contracts in excess of £181,000 (for Foundation Trusts) and £118,000 (for non- Foundation Trusts) – will generally be subject to an EU tender process (Official Journal of the European Union, OJEU) however, it may be possible to award a contract to a supplier who is already on a Framework agreement. You must seek advice from your Procurement Team. The



same due diligence questions should be included in the tender documentation. In these cases it is likely that a contract will be issued by the supplier. The contract must still be reviewed using the contract checklist. Any gaps identified in the contract must be covered by the addition of a Data Processing Agreement.

7i Framework Suppliers



If the supplier is chosen from a Framework it is likely that they will have all the necessary controls in place, however you must still complete the due diligence questions for example:

· NHS England have produced a list of pre-approved clinical applications for use but they have stated organisations still remain responsible for undertaking their own due diligence prior to use.

Whilst framework suppliers are authorised to issue their own contract it must still be reviewed using the contract checklist as per the ICO guidance

The contract checklist is attached in Appendix 4



7ii Service Level Agreements (SLA’s)



The SLA is often part of a wider service contract but in itself is not always legally binding and should be accompanied by a contract.



The SLA may address several areas including, the availability of the service, its performance, how it will operate, priorities, responsibilities of involved parties, guarantees and warranties.



As well as defining key areas, the SLA may also specify a level of service, including targets and a minimum level that can be reached.



Some of the common uses for a SLA would be for telecom companies, IT service providers, Internet Service Providers (ISP) and outsourcing.



The agreement is generally expressed in a simple language so that it can be clearly understood by the customer.



An SLA should be reviewed and amended (with agreement) at times of change or as a minimum annually. It is likely that the full contract will remain untouched as it will have been agreed for a number of years and will not require any changes. It is best practice to review both documents together.

7iii Contract Documentation



Your Procurement Team are responsible for ensuring the correct contract is issued.



Please see Appendix 3 for information about the various contract types that may be issued, dependent upon the activity. This includes NHS Terms and Conditions for:

· Goods



· Services



· Goods and Services



· Data Processing Agreement



· Data protection protocols may already be covered in the contractual arrangements to a satisfactory standard however, / if they are not, you must issue an addendum to ensure you have covered all areas of processing. Data processing agreements

7iv Contract Review and Sign Off



Prior to signing a contract, it must be reviewed using the Contract Checklist, see Appendix 4. Any issues/gaps identified in the contract must be referred back to your Procurement Team who will negotiate the Terms and Conditions prior to signing. You must not sign the contract without Procurement approval.



7v Contract Asset Register



A central contracts register will be held by the Procurement Team. Divisions may keep a copy of the contract to enable them to review its performance and assess the need for any adjustments e.g. a review of a maintenance agreement or a slight change of service provision. Any updates must be forwarded to the Procurement Team.





8 NHS Standard Contracts



NHS Standard Contract - This is a different type of contract that can only be issued by a NHS Commissioner for Services except for Primary care. It must be accompanied by a Data Protection protocol if data handling activities are not adequately if not sufficiently documented in the body of the contract. All NHS standard contracts should be reviewed using the contract checklist in Appendix 4.

9 Potential Supplier Checklist – Pre-Acquisition



All potential suppliers must complete the pre-acquisition form in Appendix 1 if the purchase involves the processing of personal information:



This is to ensure that the Trust is compliant with mandatory external standards:

· General Data Protection Regulation (GDPR)



· Data Protection Act 2018



· The National Data Guardian Standards



· The Data Security Protection Toolkit (DSPT)



The process of due diligence will confirm that the purchase, procurement or arrangement of the supply of goods, services and IT systems where either personal and or/ special categories of data are processed, and/or there is a direct interaction with service users is firmly established.



This is a mandatory requirement of the Data security Protection Toolkit, Standard 10, Assertion 10.2.



9i Tenders



If you are procuring services or systems that reach a threshold where a tender is required you can add the pre-acquisition checklist document to the tender process. You may need to include additional questions in your tender documentation. Where a response might attract an exclusion additional guidance is provided in Appendix 2



9ii Exclusions



All potential exclusions are highlighted 1-16 throughout the questionnaire. Additional information is provided in the form of footnotes and guidance in Appendix 2.



9iii Completed pre acquisition forms



Completed forms must be returned to Information Governance at [Insert the name of the Trust]





Appendix 1







Pre-Acquisition Questionnaire



The Pre-Acquisition Questionnaire must be completed by any potential supplier who will be providing any system or service that will be supporting patient care and as a result will require the processing of personal identifiable information.



This is a requirement of the General Data Protection Act and the Data Security Protection Toolkit.



The Information Commissioners Office (ICO) expects organisations to perform stringent compliance checks of their data processors over and above the reviewing of DSP toolkit. Organisations will be required to submit evidence of robust processes and due diligence in the event of an incident involving a system or service.



Completing the Questionnaire



1. The Questionnaire can be sent to the supplier for them to complete or the organisation may wish to complete this together with the supplier.





2. A completed questionnaire may require further clarification if the answers are not clear. Your Information Governance and Procurement Teams will support this process.





3. Suppliers may be excluded if they are unable to demonstrate adequate assurance.





4. The questionnaire can be included in tender documentation.





Returning the questionnaire



Completed questionnaires must be returned to: Enter Contact details and Address









Pre-Acquisition Form





Pre-Acquisition Form completed collaboratively by Dominic Kilgallon (Information Governance Specialist – BTH), Samuel Winter (Information Governance Manager – BTH), Andrew Temple (Health Informatics Project Manager – BTH), Martin Staples (Data Sharing and Privacy Specialist – NHSX), and Phil Stradling (Architect – NHSX).



		Activity-	What	is	the purchase for?

		Tick ALL that apply

		Please Complete all Sections Indicated For Each Activity selected



		A Service

That uses Trust systems and handles Trust data

(a third party contractor including sub-contractors)

Example – see Appendix 5

		





☐

		

Section 1	– Supplier Details Section 2	– Compliance/Assurance

Section 3	– Systems ( requires system name only) Section 6	–  Sub Contractors (if applicable) Section 7	– Confidentiality



		



A Service

That uses its own systems to provide NHS services





Example – see Appendix 5

		





☐

		

Section 1	– Supplier Details Section 2	– Compliance/Assurance Section 3	– Systems

Section 5	– Certification/Accreditation Section 6	– Sub Contractors (if applicable) Section 7	– Confidentiality

Section 8	– Security and Incident Management



		



An Electronic System

With	a	maintenance contract





Example – see Appendix 5

		







☒

		

Section 1	– Supplier Details Section 2	– Compliance/Assurance Section 3	– Systems

Section 5	– Certification/Accreditation Section 6	– Sub Contractors (if applicable)

Section 7	– Confidentiality (if supplier processing data)

Section 8	– Security and Incident Management (if supplier processing data)







		





A Medical Device

That uses a software system and/or stores information

Example – see Appendix 5

		







☐

		

Section 1	– Supplier Details Section 2	– Compliance/Assurance Section 3	– Systems

Section 4	– Medical and or Electronic Device Section 5	– Certification/Accreditation Section 6	– Sub Contractors (if applicable)

Section 7	– Confidentiality (if supplier is handling data)

Section 8	– Security and Incident Management (if supplier is handling data)



		



A Clinical Research Trial

That uses any of the above categories





Example – see Appendix 5

		







☐

		

Section 1	– Supplier Details Section 2	– Compliance/Assurance

Section 3	– Systems(Where applicable)

Section 4	– Medical/ Electronic Device (Where applicable) Section 5	– Certification/Accreditation (Where applicable) Section 6	– Sub Contractors (if applicable)

Section 7	– Confidentiality (if supplier is processing data)

Section 8	– Security and Incident Management (if supplier is processing data)



		SECTION 1

		SUPPLIER DETAILS



		Question

		Response



		

Full name of the supplier submitting the information:

		

Blackpool Teaching Hospitals NHS Foundation Trust



		Trading Status



		Public Limited Company ☐

		Limited company ☐

		Other Partnership ☐



		Sole Trader ☐

		Limited Liability Partnership ☐

		Third sector ☐



		Other ☒ (please specify your trading status) NHS Foundation Trust



		Information from Companies House



		Company No:

		--



		Type of business:

		Healthcare



		Year incorporated / commenced trading:

		--



		Nature of business:

		NHS Foundation Trust







		Date last accounts made up to:

		--



		Date next accounts due by:

		--



		Date of last Confirmation statement:

		--



		Date next Confirmation statement due:

		--



		

Registered office address:

		Blackpool Victoria Hospital, Whinney Heys Rd, Blackpool,

FY3 8NR



		Registered website address:

		www.bfwh.nhs.uk



		Potential suppliers contact	details and declaration.

(should	we

include	a declaration paragraph)

		Contact name:

		



		

		Role in organisation:

		Head of Digital Identity & System Administration Services



		

		Phone number:

		



		

		Email address:

		bfwh.staffpassports@nhs.net



		

		Signature (electronic is acceptable)

		



		

		Date

		



		

SECTION 2

		COMPANY ASSURANCE ( Prior to completion See Points 5i to 5v

)



		Question

		Response



		Exclusion 18





Is your company registered with the Information Commissioner’s Office?

		

Yes ☒

If ‘Yes’ the following details must be provided

		

No ☐

		Other ☐

Outside of the UK please state your equivalent regulator below



		

		

		

		



		

		

Data Protection Registration Number:

		Z5052220



		

		Data Protection Registration Fee Start Date:

		19/10/2000



		

		Data Protection Registration Fee Expiry Date:

		18/10/2020











8 https://ico.org.uk/for-organisations/data-protection-fee/ - Also see Appendix 2 Section 2, exclusion 1



		

		Yes ☒

		No ☐

		N/A ☐



		Does your company have a designated Data Protection Officer (DPO)?

		If ‘Yes’ the following details must be provided

		Please provide details in the comments section below

		Please provide details in the comments section below



		

		DPO Name:

		



		

		DPO Phone Number:

		



		

		DPO Email Address:

		bfwh.dataprotection.officer@nhs.net



		

Comments

		



		Exclusion 29

		Yes ☒

		No ☐

		N/A ☐



		

Does	your	company	have	a Caldicott Guardian (CG)?

		If ‘Yes’ the following details must be provided

		Please provide details in the comments section below

		Please provide details in the comments section below



		(NHS Only)

		CG Name:

		



		

		CG Phone Number:

		



		

		CG Email Address:

		bfwh.caldicottguardian@nhs.net



		

Comments

		



		Exclusion 310

		Yes ☐

		No ☒



		

Does your company have a named, appointed Clinical Safety officer (CSO)?

		If ‘Yes’ the following details must be provided

		Please provide details in the comments section below



		

		CSO Name:

		N/A



		

		CSO Phone Number:

		N/A



		

		CSO Email Address:

		N/A



		

Comments

		This project does not require a designated CSO as it is not a clinical system.









9 https://www.gov.uk/government/groups/uk-caldicott-guardian-council - Also see Appendix 2 Section 2, exclusion 2



10 https://safehand.co.uk/faq-what-is-a-clinical-safety-officer/- Also see Appendix 2 Section 2, exclusion 3



		Exclusion 411







Has your company registered and completed the Data Security Protection Toolkit (DSPT)

(Formally the Information Governance Toolkit - IGT)

		Yes ☒

If ‘Yes’ the following details must be provided

		No ☐

Please provide details in the comments section below



		

		

Organisation Code:

		RXL



		

		Organisation Name:

(as registered on the DSPT)

		Blackpool	Teaching	Hospitals NHS Foundation Trust



		

		Primary	Sector

(as defined on the DSPT)

		Acute



		

		

Current Status:

		Standards met



		

		

Last Date Published:

		18/03/2020



		



Please advise whether your DSPT submission has been subject to independent audit.



If YES please provide a copy of the audit report in the opposite box.

		

Yes ☒

		

No ☐



		

		



		

Data Security Protection Toolkit Comments

		



		

		Historical IGT/DSPT Results



		

Version

(DSPT/IGT)

		

Status/Stage

(DSPT/IGT)

		

Date Published

(DSPT only)

		Score (%)

(IGT

only)

		

Self-Assessed Grade

(IGT only)

		

Reviewed Grade

(IGT only)

		











11 https://www.dsptoolkit.nhs.uk/Help/2 - Also see Appendix 2 Section 2, exclusion 4



		

18/19

		Standards met

		28/03/2019

		

--

		

--

		

--

		



		14.1

		Satisfactory

		--

		83%

		Satisfactory

		Satisfactory

		



		14

		Satisfactory

		--

		80%

		Satisfactory

		Satisfactory

		



		SECTION 3

		SYSTEMS (Prior to completion See Appendix 2 Section 3)



		QUESTION

		RESPONSE



		System name:

		COVID-19 Digital Staff Passports



		Who will own the system?

(BTH, Supplier, 3rd party)

		BTH

		



		Exclusion 512















Where are the systems servers held?

		Confirm response:

		Please provide further details:

		



		

		Trust

		☐

		

		



		

		UK

		☐

		

		



		

		EEA

		☐

		

		



		

		Outside EEA

		☐

		

		



		

		UK Cloud

		☐

		

		



		

		EEA Cloud

		☒

		Encrypted information is transferred to BTH via an agent on the Microsoft Azure cloud. This subscription belongs to BTH.

		



		

		Outside EEA Cloud

		☐

		

		



		

		Unknown

		☐

		

		



































12 Please refer to Appendix 2 Section 2 exclusion 1



		Is the data routed anywhere other than the destination confirmed in the response above?

(Please include a Data Flow Map and any organisational policies or procedures necessary)

		Details

Data flows between the COVID-19 Digital Staff Passport Platform and the Evernym Platform. Connection details for the organisation are held on the Sovrin ledger.







[image: ]

		



		For Servers held outside of the EEA, please provide evidence of compliance with an alternative arrangement - USA - EU-US Privacy Shield, Canada – PIPEDA

		Details

N/A – No servers are held outside of the EEA.



		Exclusion 613



Does	the	system	have	audit

capabilities?

		Yes ☒

If ‘Yes’ please describe below

		No ☐

		



		

		Details

A full audit trail is available from all components of the digital passport system. Ad-hoc requests and data quality assessments can be requested at any time. Microsoft Azure environment has federated access control to allow auditing of access.

		



		Exclusion 714

		Confirm response

		Please describe how the system is capable of doing this below:

		













13 Data Security Standard 4 - Also see Appendix 2 Section 3, exclusion 6

14 https://ico.org.uk/for-organisations/guide-to-data-protecticon/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/

Also see Appendix 2 Section 3, exclusion 7



		

Does the system have the capabilities to block, rectify or delete data?

		Block data ☒

		The data subject has control of the sharing of their data via the digital passport, and can choose at any point not to share.



		

		Rectify data☒

		The data subject will have the facility to amend information contained within the digital passport system by contacting their lead employing organisation. Where necessary, such as to update specific attributes within a credential, a new credential can be issued with the up-to-date attributes.



		

		Delete data ☒

		The data subject will have the facility to delete information contained within the digital passport system by contacting their lead employing organisation or withdrawing from participation in the scheme. A credential issued to a clinician containing the information to support staff movements can be revoked by the current employer that issued the credential.



		Is	there	any	automated	decision making within the system?15

		Yes ☐

If ‘Yes’ please describe what these are, how they will be used and what manual process you have in place to check this automated decision:

		No ☒



		

		Description

No – there is no automated decision making within the system. All data received via digital passport will be reviewed by relevant HR/Recruitment teams upon receiving application to transfer.



		Exclusion 816





Does	the	system	support	the Accessible information Standard?

		Yes ☒

If ‘Yes’ please describe how the system supports this standard below

		No ☐



		

		Description

App has made considerations for accessibility for the usability experience for users. Including a simple interface, large text and contrasting texts/background.

















15 https://gdpr-info.eu/art-22-gdpr/

16 https://www.england.nhs.uk/ourwork/accessibleinfo/ Also see Appendix 2 Section 3, exclusion 8
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Will the system require interoperability with existing BTH computer systems?

		Yes ☒

If ‘Yes’ please identify in detail any interfaces which would need to be in place below

		No ☐



		

		Details

Integration with identity providing services for single sign on. Integration with HR and related system for the purpose of issuing verified credentials.

The Passport system will use an API to automatically populate staff information by using the profiles within the ESR system.





		Exclusion 917

Does the system comply with Data Set Change Notice 03/2010 ISB 0149 NHS Number for NHS Number input and display? See below for further details

		

Yes ☐

		

No ☐

		

N/A ☒



		



Please provide details in full of any issues that may affect the ability to provide support for the system for the lifetime of the contract including any extensions to the contract.

		This is currently an emergency system which is aimed to specifically serve COVID-19 assistance for the duration of the crisis.

The existing programme team will support the ongoing maintenance during the crisis, however, discussions are already underway in NHSE/I and X about product owners.

Each site will have to nominate their own system administrator to be responsible for the system before signing up to the COVID- 19 Digital Staff Passport scheme.



		Please attach your proposed change control procedures for any change of spec to the system, now or for future updates

		Provisioning of new system instances to be semi-automated, based on provisioning site. There will be a support document issued to trusts using the digital passport which provides details of 2nd line support for trusts using the system.



		The Supplier will agree to and notify in writing any changes to the proposed products/system. Please provide the notice period below.

		Yes ☒

		No ☐



		Exclusion 1018

Does the system run an operating system or software that is no longer supported for security updates or patches from the vendor?

		Yes ☐

		No ☒



		

Exclusion 11

		Truu and Evernym will provide 3rd line support for the duration of the contract.







17 https://www.digitalhealth.net/2015/10/nhs-number-use-becomes-law/ Also see Appendix 2, Section 3, exclusion 9



18Data security Standard 8 Data Security Standard 9 Also see Appendix 2, Section 3, exclusion 10
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		What is the earliest date for End of Vendor Support for any of the software running on the system?

The support must cover the term of the contract.

		

		



		Exclusion 1219

Security updates/patches can be applied regularly to the system to maintain vendor support and mitigate vulnerabilities

This must cover the term of the contract.

		



Yes ☒

		



No ☐

		



N/A ☐

		



		Do the security updates get applied by the supplier or the customer?

		Supplier ☒

		Customer ☐

		



		

Do client devices support the use of dynamic IP addresses (DHCP)?

		

Yes ☐

		

No ☐

		

N/A ☒

		



		

Is the application browser based or requires a client side application to be installed

		

Browser ☒

		

Client ☒

		



		

If browser based, the application is browser agnostic and does not require additional browser plugins or runtime environments, such as Java or Flash in order to function?

		Browser	agnostic,	no	plugins	or	runtimes	required

☒

Browser	agnostic	but	browser	plugin(s)	required

☐

please state plugins

Only	works	in		particular	browsers,	please	state browsers/versions	☐

		



		

The application does not require additional Windows permissions, beyond that of a standard Windows user?

		

Yes ☐	No ☐	N/A ☒

		



		SECTION 4

Exclusion may apply if un- satisfactory answers are provided in sections 1-8 including the Department of Health Medical Device PAQ form

2018

		

MEDICAL AND/ OR ELECTRONIC DEVICES

This could be a piece of medical equipment that connects to IT equipment including mobile or networked devices or a standalone device e.g. tablet provided as part of a trial.







19 Data security Standard 8 Data Security Standard 9 Also see Appendix 2, Section 3, exclusion 11



		QUESTION

		RESPONSE



		Name	or	type	of	Medical Device

		No medical device required. Operation of the system will require user to use their own personal device.



		Is the Medical or Electronic Device you will be using a NEW piece of equipment?

		Yes

☒

		No

☐



		Will the Medical or Electronic Device be holding, or capable of holding data?

		Yes

☒

		No

☒



		Who will be supplying the Medical or Electronic Device? N/A



Neither – the passport can be accessed in an electronic form on the clinician’s mobile phone.

		



Trust

☐

		



Supplier

☐



		Will the Medical Device or Electronic Device be owned by the Trust?

		Yes

☐

		No

☒



		If NO, will the Trust become responsible for any repair or maintenance costs?

		Yes

☐

		No

☒



		Has your Medical Device (not IT equipment) been approved at the Medical Devices Steering Committee? N/A

		

Yes ☐

		

No ☐



		



Please FULLY DESCRIBE what this Medical or Electronic Device is, how it will be used and what type of data it will be holding

		The COVID-19 Digital Staff Passport can be accessed in an electronic form on the clinician’s mobile phone in an app secured by multi factor authentication (biometrics, pin code and advanced cryptography).

Individuals will make their own choice whether to download the app and access their personal data via their personal mobile phone at their own risk.

The personal data will only be transferred voluntarily at the command of the user. Until the point of transfer this data is encrypted and secured on the personal device.



		

Has the supplier of the device completed a Pre-Acquisition Questionnaire in relation to the above Medical Device?

		

Yes ☐

If ‘Yes’ please provide a copy of this below

		No ☒

If ‘No’ please click here for the Pre-acquisition questionnaire (PAQ form.)

When this form is complete please attach a copy below.







		

		Attach a completed Pre-Acquisition Questionnaire

N/A



		

SECTION 5

		

CERTIFICATION and ACCREDIATION



		Note for Procurement – Please select the relevant questions



		Exclusion 13	DOES YOUR COMPANY HAVE ANY OF THE CERTIFCATES OR ACCREDIATIONS LISTED BELOW?

(Also see Appendix 2 section 5 , 13)



		

ISO 27001

Information	Security Standards

		Yes ☐

If ‘Yes’ please provide evidence of this below

		No ☒



		Evidence (This can include copies of certificates/screenshots etc.)



		

ISO 9001

Quality Management Systems

		Yes ☐

If ‘Yes’ please provide evidence of this below

		No ☒



		Evidence (This can include copies of certificates/screenshots etc.)



		

ISO 15489

Records Management

		Yes ☐

If ‘Yes’ please provide evidence of this below

		No ☒



		Evidence (This can include copies of certificates/screenshots etc.)



		



Cyber Essentials Certificate

		Yes ☐

If ‘Yes’ please provide evidence of this below

		No ☒



		Evidence (This can include copies of certificates/screenshots etc.)



		

Digital Market Place Certificate

		Yes

☐

If ‘Yes’ please provide evidence of this below

		No

☒







		Evidence (This can include copies of certificates/screenshots etc.)



		Web Application Tested against Open Web Application Security Project (OWASP) vulnerabilities

		Yes

☒

If ‘Yes’ please provide evidence of this below

		No

☐



		Evidence (This can include copies of certificates/screenshots etc.)

Evidence can be provided upon request.



		



ITK accreditation

		Yes

☐

If ‘Yes’ please provide evidence of this below

		No

☐



		Evidence (This can include copies of certificates/screenshots etc.)



		Does your company have any other IT Health checks or Data Protection certificates/assessments?

		Yes

☒

If ‘Yes’ please provide evidence of this below

		No

☐



		Evidence (This can include copies of certificates/screenshots etc.)

ISDN Level 2 accreditation - evidence can be provided upon request.



		SECTION 6

		SUB – CONTRACTORS (Also see Appendix 2, Section 6, 14)



		QUESTION

		RESPONSE



		Full name of Sub- Contractor (1)

		Truu LTD



		Registered office address

		Kemp House, 152-160 City Road, London, England, EC1V 2NX



		Registered website address

		www.truu.id



		Trading Status



		Public Limited Company

☐

		Limited company

☒

		Other Partnership

☐



		Sole Trader

☐

		Limited Liability Partnership

☐

		Third sector

☐



		Other ☐ (please specify your trading status)







		



		

Full name of Sub- Contractor (2)

		

Evernym (UK) LTD



		

Registered office address

		

Albany House, Claremont Lane, Esher, Surrey, KT10 9FQ



		

Registered website address

		

www.evernym.com



		Trading Status



		Public Limited Company

☐

		Limited company

☒

		Other Partnership

☐



		Sole Trader

☐

		Limited Liability Partnership

☐

		Third sector

☐



		Other ☐ (please specify your trading status)



		

		

Full name of Sub- Contractor (3)

		

Sitekit



		

		

Registered office address

		Bloxham	Business	Centre	Barford	Road,	Bloxham,	Banbury, Oxfordshire, OX15 4FF



		

		

Registered website address

		

www.sitekit.net



		

		Trading Status



		

		Public Limited Company

☐

		Limited company

☒

		



		

		Sole Trader

☐

		Limited Liability Partnership

☐

		



		

		Other ☐ (please specify your trading status)



		



		If there are more than 2 sub-contractors please provide additional details here or on a separate sheet.







		

		Yes

		No



		

		☒

		☐



		

		If ‘Yes’ please describe what they are below

		



		

		Description



		

		Sitekit’s scope is hosting and support to BTH.



		Exclusion 1420

Do you have suitable processes, checks and safeguards to ensure that BTH data is not at risk with these sub- contractors?

		There may be occasions where personal information is shared with Sitekit staff when providing technical support. 

Sitekit will process limited personal data relating to a small number of staff from each user organisation to facilitate the on-boarding of the organisation to the COVID-19 Digital Staff Passports system and the administration of the organisation on the system



Sitekit is an ISO 27001 certified company. Its information security management system includes policies, processes and procedures for secure development and systems engineering as well as information asset management.



		

		Sitekit have a current completed DSPT with standards met, providing assurances they are a trusted supplier. Sitekit DSP Toolkit registration: https://www.dsptoolkit.nhs.uk/OrganisationSearch/8HT91



		

		Truu and Evernym provide components of the technical solution, they do not have access to any personal identifiable data, nor do they access the BTH servers hosting the platform.



		

		Yes

		No



		

		☒

		☐



		

		If ‘Yes’ please provide details below

		



		

		Details



		

Regardless if the system server is hosted at:

BTH is there any information which is accessible by sub contracted companies or staff?

		Sitekit will provide secondary technical support for the digital passport system. Sitekit will have no direct access to any personal information via the processing component, but there may be occasions where personal information is shared with Sitekit staff when providing technical support. For example, if an organisation chooses to share a screen with a Sitekit technician for support purposes then personal information about staff may be in view. Information indirectly accessed in this way will not be retained by Sitekit. 



Sitekit will process limited personal data relating to a small number of staff from each user organisation to facilitate the on-boarding of the organisation to the COVID-19 Digital Staff Passports system and the administration of the organisation on the system. The personal data processed will be the name, job role, work email address and work telephone number of specified HR and IG personnel. This is to enable them to register the organisation on the system, and review and agree to legal documentation as part of the sign-up process, and also to register staff on the system portal as administrators for their organisation.
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See Exclusion 14

Do you have any reporting mechanisms via contractual obligations with your sub-contractors in case of data breaches or cyber incidents?

		Yes

☒

If ‘Yes’ please describe what they are below

		No

☐



		

		· Security incidents can be reported directly to Sikekit at the second line support address, which will be provided. Security and cyber security incidents will be handled using Sitekit’s incident response procedure, which is part of Sitekit 27001 certified ISMS.

· Truu and Evernym are not hosting any services, neither are they storing any data. Hence all security incidents will flow through Sitekit as above.



		

Additional comments

		



		

SECTION 7

		Exclusion 1621	CONFIDENTIALITY (Also see Appendix 2, Section 7, 15)



		QUESTION

		RESPONSE



		Does your company have an Information Governance or Data Protection Policy or an equivalent?

		Yes

☒

If ‘Yes’ please provide evidence of this below

		No

☐



		Data Protection Policy – CORP/POL/064

Information Governance Framework Policy 2019-2021 – CORP/POL/065



Please contact the BTH IG Helpdesk for further information: bfwh.information.governance@nhs.net



		







Does your company have Information Security Policy or an equivalent?

		Yes

☒

If ‘Yes’ please provide evidence of this below

		No

☐



		

		Information Security Policy – CORP/POL/178



Please contact the BTH IG Helpdesk for further information: bfwh.information.governance@nhs.net



		

		Yes

☒

		No

☒
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Do you provide data protection & information security awareness training for all your staff?

		If ‘Yes’ please provide evidence of this below

		



		

		BTH implement an e-learning approach to Data Security Awareness training, it is mandated that all members of staff complete such training on an annual basis.



		What controls does your company have in place to ensure the integrity of any sensitive data processed by your employees or 3rd party contractors?

		All BTH staff sign up to the Trust’s Confidentiality Code of Conduct every year as part of their appraisal process. And all BTH staff complete mandatory Data Security Awareness training on annual basis. No personal data will be processed by 3rd party contractors.



		SECTION 8

		SECURITY AND INCIDENT MANAGEMENT



		QUESTION

		RESPONSE



		Please describe your companies solution/approach to data integrity and resilience

		BTH has stringent, robust policies for the management of data and data quality.



		Data Quality Policy – CORP/POL/352



Please contact the BTH IG Helpdesk for further information: bfwh.information.governance@nhs.net



		

		Yes

		No



		

		☒

		☐



		Exclusion 17 will apply to Data Processors Does your company have a documented procedure for handling information security breaches?

		If ‘Yes’ please provide evidence of this below

		



		

		Health	Informatics	Information	Security	and	Information Technology (IT) Serious Incident Reporting and Monitoring Policy

– CORP/POL/172



		

		Please contact the BTH IG Helpdesk for further information: bfwh.information.governance@nhs.net



		



Has your company had any breaches in information security in the last 5 years that has effected personal and sensitive information relating to BTH

		Yes

☐

If ‘Yes’ please provide details below

		No

☐



		

		Not applicable.



		

		

Yes

		

No

		

N/A



		Has your company been subject to any ICO Fines, Enforcements, Decision Notices, Audits or Advisory Visits?

		☒

If	‘Yes’	the	following details must be provided

		☐

		☐



		

		In the past two years (since 1st April 2018):

2 x Decision Notices (April 2018 and November 2018) – both ‘no further action’.



		

		Voluntary Data Protection Audit (February 2019) and Follow-Up (December 2019) – now closed.



		

Please	describe	your	disaster recovery plan

		Information Communication and Technology (ICT) – Disaster Recovery Policy (DRP) – CORP/POL/351



Please contact the BTH IG Helpdesk for further information: bfwh.information.governance@nhs.net



		

Please advise how the access to personal confidential data held by your company will be controlled and managed in your proposed approach

		Access Control – Information Systems (Electronic) Policy – CORP/POL/508



Please contact the BTH IG Helpdesk for further information: bfwh.information.governance@nhs.net































Appendix 2 – Tender guidance for potential exclusions





		Section

		Exclusion

		Requirements



		2

		1

		ICO Registration

UK Companies must (if not already registered with the ICO) undertake a self-assessment to determine if they need to be registered with the ICO. https://ico.org.uk/for-organisations/data-protection-fee/self-assessment/

If you are not required to please answer N/A

If you are required to register you must do so prior to completion of a tender or this will result in exclusion.

Personal Data may flow between EU countries unrestricted. EU member states are Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden and the United Kingdom.

Although outside of the EEA the EU have stated data can flow un- restricted via Iceland, Norway and Liechtenstein

Personal data flowing outside of the EU is on a restricted basis and based on the EU adequacy decision. A number of countries have been listed as having adequate protection these are found here

Restricted transfers to the US can be approved as long as the supplier is signed up to the Privacy Shield Network. A search can be made here

Any company who cannot demonstrate appropriate adequacy will be excluded.



		2

		2

		Caldicott Guardian



		

		

		In rare cases where another NHS organisation may be supplying software or services they will need to need provide the details of the Caldicott Guardian

Non-compliance will result in exclusion



		2

		3

		Clinical Safety Officer

As part of standard DCB0160: Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems published under section 250 of the Health and Social Care Act 2012. Section 2.5 (Intelligent Procurement) states:

· In the procurement of a Health IT System the Health Organisation MUST ensure that the Manufacturer and the Health IT System complies with DCB0129.



This standard applies to all companies/organisation supplying a system (including a medical device) that supports and delivers patient care.

· A Clinical Safety Officer MUST be a suitably qualified and experienced clinician

· A Clinical Safety Officer MUST hold a current registration with an appropriate professional body relevant to their training and experience



Note: Under this requirement the Manufacturer will be required to make available applicable Clinical Safety Case Reports to aid the Health Organisation’s own risk analysis.

Where the standard applies this will result in exclusion



		2

		4

		Data Security Protection Toolkit

Where a Data Processor or joint controller is processing NHS patient data they must have completed a Data Security Protection Toolkit (DSPT).

If you have not completed a DSPT you can register and identify your organisational type this will usually be allocated on the basis of the services provided, the contractual terms in place and any other drivers for completing the DSP Toolkit.

NHS organisations will not engage with suppliers who are unable to provide a DSPT submission should they be processing data. Non- compliance will result in exclusion

To identify your organisational type please click here



		3

		5

		Servers - For Data Processors only

An exclusion will only apply if a supplier (storing data) is unable to demonstrate compliance with GDPR as a member of the EU or as a country that has received an adequacy decision from the Information Commissioners Office. Please see Exclusion 1 for further information.







Pre-Acquisition Document, V4, 28.09.2020

Page 32 of 40



		3

		6

		Audit Capability

Article 13 GDPR

Healthcare systems that process personal data must be capable of auditing to support privacy monitoring. Data subjects have a right to know who has accessed their information. It is also necessary for the purpose of investigating unauthorised access.

Standard 1 Data Security Protection Toolkit Standard 4 Data Security Protection Toolkit

The NHS will not procure systems that are not capable of audit, this will result in exclusion



		3

		7

		Right to Rectify or Erasure

Healthcare systems that process personal data must be capable of supporting the Data subjects right of rectification and erasure

Article 16 GDPR

Article 17 GDPR

If a system is not capable it will result in an exclusion



		3

		8

		Accessible Information Standard

From 1st August 2016 onwards, all organisations that provide NHS care and / or publicly-funded adult social care are legally required to follow the Accessible Information StandardThe Standard sets out a specific, consistent approach to identifying, recording, flagging, sharing and meeting the information and communication support needs of patients, service users, carers and parents with a disability, impairment or sensory loss.

Exclusion will depend upon the system and its function.



		3

		9

		NHS number format

The NHS Number is the single patient identifier used across the health and social care system. This is a mandatory requirement. Any system processing patient data must be able to use the NHS number. Suppliers who cannot meet this requirement will be excluded.

https://www.england.nhs.uk/publication/accessible-information-standard- specification/



		3

		10

		Unsupported software

NHS organisations are tasked with removing software that is not compliant.

All NHS organisations receive alerts from the Data security Centre at NHS Digital. Threat advice and intelligence is provided to organisations, this includes the requirements to patch systems. Any system not capable of receiving patch updates will result in exclusion



		3

		11

		If the support cycle is considered too short it may result in exclusion







		3

		12

		Please refer to exclusion 10 and 11



		5

		13

		Appropriate certification will depend upon the type of system or service. As a minimum we will require a current ‘Standards Met’ Data Security Protection Toolkit submission. Additional certification maybe required and copies of certification maybe requested. In the event of a supplier not being able to demonstrate adequate certification for the purpose it will result in exclusion.

ISO 27001 – International Information Security Standard ISO 9001 – Quality Management

ISO15489 – Information and Documentation /Records Management Cyber Essentials and Essentials Plus

Digital Marketplace OWASP

ITK accreditation



		6

		14

		Sub-contractors

The data Security Standard 10 is explicit in its requirement for all Data Processors who are using a sub-contractor as part of a system or service must be able to demonstrate they have undertaken due diligence checks and must have an up to date contract in place. This will result in exclusion of adequate assurance is not in place.

Standard 10 Data Security Protection Toolkit Article 28 GDPR



		7

		15

		Technical and Security Measures

Article 28 of the GDPR states that data controllers must only use processors who are able to provide sufficient guarantees to implement appropriate technical and organisational measures. A supplier who is unable to demonstrate adequate assurance will be excluded.

Article 28 GDPR



		8

		16

		Incident Management

Please see below for the main exclusions. If a data processor is unable to demonstrate adequate compliance this will result in exclusion.

Please refer to this list below although not exhaustive: Section 2, Exclusion 1

Section 6, Exclusion 14

Section 7 Exclusion 15











		Appendix 3 Contract Types



		

Purchase

		

Type of Contract Required

		Approved	Framework Suppliers

		

Other Items for consideration



		

A Service

		

NHS Terms and Conditions for The Provision of Services

		

Suppliers Terms and Conditions

		

· Privacy	Notice’s	-	Use	and accessibility



· Information Sharing Agreement (to include data flow mapping)



· Honorary contracts - for external staff



· SLA



		That uses Trust systems and

handles Trust data

		

		Including Data Protection Protocol

issued from BTH

		



		

		Including Data Protection Protocol

(Schedule 1 section 19 of the T&Cs)

		

		



		

A Service

		

NHS Terms and Conditions for: The Provision of Services

		

Suppliers Terms and Conditions

		

· Privacy	Notice	- accessibility

· Information Agreement

· Update high level map

· SLA

		

Use	and





Sharing





data  flow



		That uses its own systems

		

		Including Data Protection Protocol

issued from BTH

		

		



		

		Including Data Protection Protocol

(Schedule 1 section 19 of the T&Cs)

		

Must	include	cancellation

		

		



		

		

Must include cancellation agreement for the return of data if applicable

		agreement for the return of data if applicable

		

		



		

An Electronic System



With a maintenance contract

		

NHS Terms and Conditions for: The Supply of Goods and the

Provision of Services

		

Suppliers Terms and Conditions

		

· SLA





[image: ]



Pre-Acquisition Document, V4, 28.09.2020

Page 33 of 40



		

		



Including Data Protection Protocol (Schedule 1 section 19 of the T&Cs)

		Including Data Protection Protocol issued from BTH

Must include cancellation agreement for the return of data if applicable

		



		



An Electronic System



Without	a	maintenance contract

		



Not required

		



Not required

		



Not required



		

A Medical Device



That uses a software system and/or stores information

		

NHS Terms and Conditions for: The Supply of Goods and the Provision of Services

		

Suppliers Terms and Conditions



Including Data Protection Protocol issued from BTH

		

· Must complete Medical Device Pre- Acquisition Questionnaire



· Return of medical device - data removal



· Maintenance of medical device – data removal



		

		Including Data Protection Protocol (Schedule 1 section 19 of the T&Cs)

		

Must include cancellation agreement for the return of data if applicable

		



		

		Must	include	cancellation

		

		



		

		agreement for the return of data if

		

		



		

		applicable.

		

		



		

A Clinical Research Trial

		

Supplier Terms and Conditions:



Including Data Protection Protocol issued from BTH

		

		· Patient information leaflets



· Return of medical device - data removal (if applicable)







		

		

		

		· Maintenance of medical device

– data removal (if applicable)



		

Goods

		

Not required

		

Not required

		

Not required
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Appendix 4 - Data Controller and Processor Contracts Checklist





1. Overview and Purpose



The organisation has a legal obligation under the General Data Protection Regulation GDPR to include the details and terms listed in section 3 in all contracts where personal data is processed. This is vital to enable both the Controller and Processor to understand their responsibilities and liabilities with regards to personal data.

The purpose of this checklist is for Information Governance to be able to review contracts to ensure that all compulsory details and terms are included in the contract. Where the details and terms are not included, the contract will be sent back to the relevant department and a review will be requested to ensure that all compulsory recommendations are included.



2. Basic Information



		Completed by – Title(s):

		



		Date Completed:

		



		Organisation	named	as	Data Controller:

		



		Data Controller lead:

		



		Organisation	named	as	Data Processor:

		



		Data Processor lead:

		



		Organisation named as Joint Data Controller:

		



		Joint Data Controller lead:

		







3. Checklist of Details and Compulsory Terms Required in Contract



		

Reference

		Compulsory	details required in contract

		Included	in Contract?

		Please identify relevant Section in the contract plus any comments



		1.

		The subject matter of the processing

		Yes/No

		



		2.

		The duration of Processing

		Yes/No

		



		

3.

		The	nature	and purpose	of		the

processing

		

Yes/No

		



		4.

		The type of personal data

		Yes/No

		



		5

		The categories of data subject

		Yes/No

		



		

6.

		The obligations and

rights	of	the controller

		

Yes/No

		









Pre-Acquisition Document, V4, 28.09.2020

Page 40 of 40



		

Reference

		Compulsory	terms required in contract

		Included	in Contract?

		

Section located in contract



		



7.

		The processor must only act on the written instructions of the controller (unless required by law to act

without	such instructions)

		



Yes/No

		



		



8.

		The processor must ensure that people processing the data are subject to a duty

of confidence

		



Yes/No

		



		



9.

		The processor must take appropriate measures to ensure

the security of processing

		



Yes/No

		



		



10.

		The processor must only engage a sub- processor with the prior consent of the data controller and a

written contract

		



Yes/No

		



		







11.

		The processor must assist the data controller	in

providing subject access and allowing data subjects to exercise their rights under the General Data	Protection

Regulation (GDPR)

		







Yes/No

		



		









12.

		The processor must assist the data controller in meeting its GDPR obligations in relation to the security	of

processing,	the

notification		of personal	data breaches and data protection        impact

assessments

		









Yes/No

		



		

13.

		The processor must delete or return all personal  data  to  the

controller	as

		

Yes/No
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		requested and at the end of the contract, and the process must delete	existing personal data unless the law requires its

storage

		

		



		













14.

		The processor must submit to audits and inspections provide the controller with whatever information it needs to ensure that they are both meeting their Article 28 obligations, and tell the	controller immediately if it is asked to do something infringing the GDPR or other data protection law of the EU or a member

state

		













Yes/No

		



		

Ref

		Good practice terms recommended to be included in contracts

		Included	in contract?

		

Section located in contract



		



15.

		State that nothing within the contract relieves	the processor of its own direct responsibilities

and liabilities under the GDPR

		



Yes/No

		



		

16.

		Reflect any indemnity that has been agreed

		

Yes/No

		









4. Information Governance Recommendations



		

Reference

		Further action required – please identify reference and contract location if applicable



		

		



		

		



		

		



		

		



		

		



		

		



		

		







5. Information Governance Record of Completion



		IG Completion Process



		Checklist completed by (full name and job role):

		



		Date checklist completed

		



		Date and name of person checklist sent to in relevant department

		S.B.		7.4.20











6. Data Protection Officer Approval



		Data Protection Officer Approval:



		Name:

		



		Title:

		



		Date:

		







		Appendix 5



		Examples

		



		A Service

That uses Trust systems and handles Trust data

(a third party contractor including sub-contractors)

		A contracted service – either contracted by the Trust or a Commissioner that will require access to Trust systems to full fill the contractual requirements.





Example - a third party contracted by a CCG e.g. Age Concern to assist in the management of Trust patients on discharge that will require access to patient data both on-site and remotely.



		

A Service

That uses its own systems to provide NHS services

		An external organisation sub-contracted by the Trust to provide a clinical service in the community by:

Receiving and consuming patient data from the Trust (on behalf of the Trust) to treat the patient, recording and retaining their actions in their own system, producing output e.g. letters or electronic communications to be consumed by the Trust

Example – a sub-contracted community glaucoma review service provided by opticians on behalf of the Trust.



		

An Electronic System

With	a	maintenance contract

		Example – a software system contracted for a number of years which will require a maintenance contract that should be reviewed annually and at times of change.

A Patient Administration System (PAS) A staff record system (ESR)



		







A Medical Device

That uses a software system and/or stores information

		Any medical device capable of processing patient information, this includes:

· software



· networked



· stand alone



· storing personal data



Example – Blood gas analyser, collecting data form the patient which is then transferred to the main system

A Pacemaker processing patient data, storing and transferring data, routing data etc.



		A Clinical Research Trial

That uses any of the above categories

		Clinical research trials can use a combination of the above but will process personal data for the duration of the trial and beyond.

Assurance around data handling activities must be checked and appropriate storage identified for the data which is to be retained as it is longer than the standard retention and disposal requirements.
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Covid-19 Staff Passports — Data Flows

1. HR department at current employer collates relevant staff attributes about a Clinician who volunteers to support staff movement
2. HR department at current employer issues passport containing relevant attributes to a Clinician who volunteers to use a passport
3. AClinician volunteers to move and to present the passport to a new employer

Passport options: An employer may issue the relevant passport attributes in a letter or to a digital passport app held by
a Clinician or both
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